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Foreword

Dear reader,

In these times of fast digital innovation and new legislation being
underway for controling communication on the internet, we as
police force must also renew fundamentally the way we do our
work.

Criminals are getting smarter, so we must get smarter. Citizens
want to help us, so we must enable them to help us.

We must and can do everything to make our society safer.

That is why digital policing is our future.
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This book is an architecture design book showing the highlight of
the Digital Policing solution architecture we are going to use in any
project, to evolve into a digital police force step by step.

If you have any questions, please do not hesitate to step into my
office. My door is open for you. ‘ | |
. Yours sincerely,

-~ John Smith

' Chief of Police
Madurodam
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Cyber Crime Trends: Facts and Figures

B200z 2004 2005 2006 :
100 : - The facts are alarming
80 cybercrimes ‘ of schemes are
per second perpetrated by organized

680 80% criminal groups
40 cybercrime

victims daily
20

0 new criminal health care

Virus/worm/ Laptop theft Computer system

pasis . LEA fraud investigations
trojan infection abuse - insider

opened by US Justice
Department in 2012
Point drop ~ retail store
brand perception index
change one week after data
breach

of customers will
switch banks due to

fraud SOURCE &
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Because of the trend
in cybercrime in all
its forms,

we need to act!

by 2023. This insurance uses real-time
information about a driver’s actual driving to assess actuarial risk.
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Stakeholders, Requirements and Priorities

Requirements for Transforming the Police: Develop the Solution Digital Policing:
Our customers need safety and security from us This design book describes the ways of
(the business drivers) and the technologies working that will guide technology delivery.

which will support the Police’s objectives over
the next three years.
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Requirements Priorities:
e Digital Engagement e Keeping pace with a city that is growing and changing
e Digital Police e Responding to crime that 1s increasingly complex
e Information Driven Policing andcostly to investigate

and Durable Infrastructure * Building a workforce that is fit for the future




Digital Policing, A New Total Concept

body profiling
wearables

digital forensics

app based
citizen co-policing
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anti cyber crime
units

drone policing Implementing this total concept

won't be easy: we need to do
this with enterprise architecture.
And most important: everyone
needs to be on-board!

guick car / mobile

response teams




Digital Forensics, A Disruptive Concept

PriniolesOF Bieftal forensics Digital Forensic Investigation Process

© Data

* Evidence Exchange Data o Capture
* Evidence Characteristics Identification s —

* Forensic Soundness
* Authentication

* Chain of Custody r

. ; : Report
Evu'ienf:e? Integrity Genmcitcn: @ (6
* Objectivity
* Repeatability (5]
(Elaborate every principle) Dale i Data
Display Analysis B
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The Solution Architecture Blueprint for Digital Policing

“um SBURGERVET

identien

« Zet hier de identiet
neer van de organisatie

Missie en Visle

+ Zat hier ge missie en
visie neer van de
organisatie

Belanghenbenaen

+ Zat hier de
belanghebbenden neer
van de organisatie

Ambdties en Behoefien

« Zat hier de ambities en
behoeflen neer van de
pelangheboenden

Doejen en Doelstelingen

+ Zet hier de doeien en
doeisteldingen naer van
de beanghedbenden

Elsen en Kaders

« Z&t hier Oe elsen en
K3gers neer waar
oplossingen aan dienen
e voidoen
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PULITIE

Concepten en Principes

« Zet hier g2 concepten,
principes en standaargen
nesr die (mosten gaan)
gelden

Programma’s, Projecten en
Delveradies

« Zet hier de programma’s,
projecten en delveradies
neer die (moeten gaan)
g=den

Beield en Maatregeien

« Zet hier het beledd en ge
maatregeien neer ge
(moeten gaan) gelgen

Kemciers

« Zet her ge hudige of
toekomstige kermnciffers
neer. Druk de omvang van
het probleem of oplossing
niemmee ut

Referentie Documenian

« Zet hier 02 Drondocumenten
near van de gebruikte
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Important Architecture Principles for Every Project
to make Digital Dolicing Work

O Working offline anywhere Social media requires Sensitivity for being Security by

R increases action radius education and tools hacked is key to be safe Design
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Data Privacy Is What can be connected Virusscanning Only using proven
always respecied is connected always on ractices
(GDPR / AVG) y P
Only buy software Always use the 30 Distributed cloud solutions
conforming to anti hacking rules o prevent comprised
open standard infrastructures

interfaces




New Digital Policing Standards for the Organization

Business Layer

« Standard 1 « Standard 1 Standard 1 « Standard 1

Buioljod [enbig

Standard 1
Standard 1
Standard 1
Standard 1

Application Layer

« Standard 1

Standard 1
Standard 1
Standard 1
Standard 1

| T-Infrastructure Layer

Standard 1
Standard 1
Standard 1
Standard 1
Standard 1

Standard 1
Standard 1
Standard 1
Standard 1

« Standard 1

Standard 1
Standard 1
Standard 1
Standard 1

Standard 1
Standard 1
Standard 1
Standard 1
Standard 1

Standard 1
Standard 1
Standard 1
Standard 1

Standard 1
Standard 1
Standard 1
Standard 1
Standard 1

Standard 1
Standard 1
Standard 1
Standard 1
Standard 1

Standard 1
Standard 1
Standard 1
Standard 1

Standard 1
Standard 1
Standard 1
Standard 1
Standard 1

Standard 1
Standard 1
Standard 1
Standard 1
Standard 1

All departments and (agile) projects will need to work with these standards to make digital policing an effective instrument.
With the products and services of IBM all these standards can be implemented swiftly.




Next Steps (Roadmap)

ROADMAP

04 0511 18 01

DEV OPS

DIRECTOR ALIGNMENT CUSTOMER SUCCESS TRAINING SUPPORT REVIEW
DG NALIZATION EU PARTNER AGENCY DEALER DELIVERY SHAREHOLDER REVIEW
RSHIP VISION STEERING

CHANNEL

LAUNCH ALOTMENTS * LAUNCH

CHANNEL SUPPORT

SUPPORT

REQUIREMENTS GATHERING

DENVER PILOT LAUNCH MARKET TESTING

PR AND CONTENT

ONLINE MEDIA FAQ BIZWIRE: TV AND AGENCY
CHANNEL ACTIVATIONS
MARKET SHARE REPORTING
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Owner/Client
The Police of Madurodam

www.madurodam.com




